Carbon Black

CB PROTECTION

KoHTponp npunoxeHuin 1 3aimuTa KpUTNIECKOn

MHPPaCTPYKTyphI

3/I0YMBIIIJIEHHUKN BCET/Ia LIe/IATCA B Hanboee yA3BMMbIe MeCTa, M MMEHHO MX HeOOXOAMMO
samumaTh. K coxaneHnio, CaMbIMI He3alUIIeHHbBIMIU 3a4aCTyIO ABJIAIOTCA KPUTUUECKIe
nHPPacTPyKTyphl HpeanpuATnit. IIpu Tom, 4To 1x He06XOAMMO 06€30TaCUTD, CPEICTBO
3aLIUThI TAKXKe He JJO/DKHO BIUATD HAa IPOU3BOJUTENBHOCTD - BeJlb STU CUCTEMBI COJIEPKAT
Hanboree nenHyio nHdopmanuio. OHNU ABNAOTCA )KUSHEHHBIM IIEHTPOM OPTaHU3aI[UM,
JOIYCKAaTb MX He3aIl/TaHMPOBAHHBII MTPOCTOIT MM 3aMeJi/IeHyie pabOThI He/lb3s.

Bymyuu cepaiieM opraHusanum, KpUTHIECKIe CUCTeMBI IIPJ 9TOM 4acTO paboTaIoT Ha
yCTapeBIIUX VI He IIOJIep>KIBAeMBIX OIIePAIIMIOHHBIX CUCTeMaX, obeciiedeHre 6e30macHOCTI U
HOJIEPKKI KOTOPBIX TPeOyI0T OrpOMHbIX 3aTpaT. CaMblil pacrpoCTpaHeHHBIIT TTOAXOJ, K NX
3alllMTe OCHOBAH Ha COBMEIIeHNM HeCKONMbKIX Heda(PeKTUBHBIX IPOYKTOB 6€30IacCHOCTI APYT
¢ ipyrom. Majo TOro 4To 3TO JOPOTOCTOAIIAsA 3aTesl, OHA ellje M CO3/IaeT PUCK IIOJTHOTO OTKa3a
PabOTBI CHCTEMBI.

CB Protection - Befymuii B OTpaciu IPOAYKT A/IS yIPABIEHNA IPUTOKEHNAMI, VICIIONb3yeMbli
11 6I0OKMPOBKM HENIPOBEPEHHBIX IPOTPAMM Ha CepBepax I KpUTUYecKnx cucremax. On
IIpefoTBpaljaeT HEXKEMaTe/IbHbIE ISMEHEHNA B BAIlNMX CUCTEMaX U 06€CHe‘lI/IBaeT nx
IIOCTOSIHHOE COOTBETCTBIIE HOPMATMBHBIM TPeOOBaHMAM 6e30IacHOCTI. VICIonb3ys o6adHble
cyx06b1, VIT-OMUTHKY JOBep1sA ¥ MHOTOYMCIEHHBIE MICTOYHMKY MHGOpManuu 06 yrposax us
CB Predictive Security Cloud, CB Protection rapanTupyer, 4To Ha KpUTHYECKMX CHCTEMaX 1
KOHEYHBIX TOYKAX OpraHmu3anmnmn 6y}IyT paéOTaTb TOJIPKO CaMbI€ Ba)KHBIC I IPOBEPEHHDBIE
IIPOTrpaMMBbl.

CB Protection o6befuHseT B cebe Ge/Iblil CIIMCOK PaspelIeHHbIX PUI0KEHIIT, MOHUTOPUHT
1[e/I0CTHOCTY (aiinoB, OMHOPYHKIMOHATLHOE YIIPABIeHNe YCTPOICTBAMM U 3AIIUTY HaMATH.
CB Protection orciexxuBaeT MHAMKATOPHI 37TOHAMEPEHHOI AKTVBHOCTY U BeJIeT HeIPEePLIBHYIO

3aIMCh IIOAPOOHOCTEN aTaKy, IPEOCTABIIAA OIHBII 0630p BCeX IOI03PUTEIbHbIX AeiCTBIIL. A

¢ no6asnennem pynkunu File Delete, CB Protection rerepb obecrednBaer mpsmMoit KOHTPO/Ib
cooTseTcTBUA NATU cTaHapTaM PCI DSS, uTo n03Bo/A€eT KIMeHTaM OTKa3aThCA OT
TPaJUIMOHHOTO aHTHUBHUPYCa 6e3 He0OXOAUMOCTI IPOXOAUTH KOMIIEHCAI[IOHHBII IPOLecc
KOHTPOJIA.

Pemenne la€T BO3MOXXHOCTD I'pyIIIIaM 6e30TacHOCTI 3alUTUTD M HOBBIE, M YCTapeBIINE
CUCTEMBI OT BCEX HeXKeTaTeIbHbIX n3MeHeHuit. OHO ynpouraer npouecc obecnedeHns
COOTBETCTBMUA MEXIYHAPOJHBIM HOPMaTBAM 6e30macHOCTY U IpefoCTaBIAET ONITYMATbHYIO
3aIUTy KOPIOPATUBHBIX cucTeM npeanpuATua. CB Protection focTymeH Kak HacTpanBaeMmoe
pelleHne yepes MocTaBmMKOB VIT-ycyr, Tak 1 Kak rOTOBOE K yCTaHOBKE pelleHMe.

«Ins nac CB Protection cran Bbigaromumcs pemennem. Y cwins Qs ero
YCTAaHOBKU M OOCTY>KMBaHM:A B Pasbl HIDKe, YeM IS APYTUX NPOXYKTOB 3TOTO

Kmaccar».

— CMMOH TEPHEP, PYKOBOJIWTE/IIb APXUTEKTYPHOTI'O OTOE/IA, KORDIA
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ITPUMEPBI ICIIO/Ib3OBAHUIA

33HH/ITa KPUTNYECKUX CUCTEM

¢ VcrpoiictBa ¢ QUKCHPOBAHHBIMM
dyukumamu. TepmyuHabl B TOYKaX
Hpouam, 6aHKOMaTI)I, HPOMBIH_I)'ICHHI)IC
CUCTEMDbI YIIPAB/IEHNS, MESULVHCKOE
obopynoBaHe

¢ KoneuHble TOYKY MOBBIIIEHHOTO
pucka. KopnopaTusHble HaCTO/IbHbIE
KOMIIBIOTEPBI, HOYTOYKI PYKOBOZUTEEN

¢ Cepsepsl. KOHTpO/I/IEPHI JOMEHOB,
cepBepbl 97IeKTPOHHOIT TOUTHI U BeO-
IPVIOXKEHWIT, MHPOPMAI[OHHAA Cpefia
ITATeKHBIX KapT, pUHAHCOBBIE
TOPrOBBIe TIAaTHOPMBbI

¢ Ycrapesmme cucremsl. Paborarome
HeToJiflepK1BaeMble OllepallyiOHHbIe
CHUCTEMBI

INPEMMYIIECTBA

¢ BIOKMpOBKa BPeOHOCHBIX IPOTPAMM,
BbIMOTaTesIell U aTaK C/IeyIoLlero
MOKOJIEHN S

° ychaHeHI/Ie He3alIaHMPOBaHHBIX
IIPOCTOEB KPUTUIECKUX CUCTEM

L4 KOHCO)’H/II[aLU/IH KOHEYHBIX ar€HTOB

¢ [IpemorBpamienne HexXenaTeTbHbIX
U3MEHeHWI B KOHQUTYPAIVN CHCTEMbI

¢ Coorsercraue VT-cpebl 0OCHOBHBIM
HOPMATVBHbBIM TPe6OBAHUAM

o Ilosbiuenne spdexrnBrocTn VT-
PecypcoB 3a cueT ONTUMU3ALNI
nponeccos MT-aypura

¢ 3amuTa ycTapeBIINX CUCTEM,
paboraromux B Henoaep>xuBaeMbix OC

¢ CB Protection obecreunBaer mpsamoii
KOHTpOb nATK cranpaproB PCI DSS

CB PREDICTIVE SECURITY
CLOUD (PSC)

PSC - aT0 mnatdopma 3aImuThl KOHEIHBIX
TOYeK, KOTOpPas UCIOIb3yeT
He(hN/IbTPOBAHHbIE JaHHbIE KOHEYHBIX
TOYEK U 00/Ia4HYI0 TOTOKOBYIO aHATUTHKY
1 TIOUCKA, IPeOTBPAILeHI,
MCCTIeIOBAHMNA U YCTPAaHeHNA KNOepyrpos.

V3uaiite 60sblie Ha
carbonblack.com/psc



Carbon Black

KnroueBpie BO3MOKHOCTHI

OYHKIIUN
CB Protection - 370 MomHoe peurerne st 6esomacHoctu LIO]] n KpUTHYECKN BaXKHBIX CUCTEM.
OHO 1T03BOJIAET AIMIHACTPATOPAM CEPBEPOB KOHTPOIMPOBATD M3MEHEHNA, UCIIOIb3YS OH ¢ KoHTponb mpuioxxeHuin
areHT. C nomompio Taktukyu «OTKas o ymondanuio», CB Protection ymeHblIaeT BepoATHOCTD
aTaKy ¥ BpeMs IIPOCTOsL. DTO HOCTUTAETCs OIarofapsi aBTOMAaTU3auy paboThl Hafle)KHOTO ¢ MOHMTOPMHT U KOHTPOJIb 11€TOCTHOCTHI
IIPOTPaMMHOTO 00eCIIedeH s ¥ YCTPaHEHNUI HAarPY3KHU Ha yIIpaB/ieHe Oe/IbIM CIIMCKOM B PYYHYIO. aitnos

¢ Ympas/ieHue yCTpoiiCTBOM
B]IOKI/IPOBKa aTaK Ha KPUTNYECKNE€ CUCTEMBI

OcTaHaB/IMBajliTe BCE TUIIBI ATAK, IPELOTBPAllasd He>Ke/laTeIbHble I3MEHEHNA B BallIX e 3amuTa NaMATU
npunoxeHnax u Qaiinax, KouTpoaupys: csoro MT-cpeny.
¢ PenyTannoHHbIE CEPBUCHI

HenpeppiBHOe 00ecnieyeHre COOTBETCTBUSA

YckopbTe cobmiofieH1e TpeboBaHMI, HCIIONb3Ys HOpMAaTUBHbIE CTaHAapTHI 6esomacHocTy - PCI-
DSS, HIPAA / HITECH, SOX, NERC CIP, GDPR u NIST 800-53.

¢ OpenAPI

INTAT®OPMBI

Bpicokasa npou3BOgNTENbHOCTD
ByzpTe yBepeHBI, 4TO Ballle pelieHNe BCETfa GNOKMPYET «IIOX0e» I Pa3peIaeT «XOpoLIee», 63 e Windows XP, Server, Vista, Embedded, POS

B/IMAHMA Ha ©KeJHEBHBIE IPONM3BOICTBEHHBIE TIPOLIECCHI.
e Mac OS X
¢ RHEL Linux
e CentOS Linux

e Oracle RHCK Linux
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O CARBON BLACK

Carbon Black (NASDAQ: CBLK) - Befymuii IOCTaBIINK O0/TaYHBIX CPECTB 3aAIUThI KOHEYHDBIX TOYEK
cnepyomtero nmokoneHus. Vicronssys obnaunyio mratrdopmy big data n amammtuku, Predictive Security Cloud
(PSC), Carbon Black o6beuuseT cpeficTBa MpeoTBpalle s, OOHAPYKEHMNs, pearnpOBaHN, IIOUCKA YTPO3 U
yﬂpaBHﬂeMbIe CEpBUCHI B e]l]/[l'[yl() HHaT(i)OPMy C OTHMM areHTOM " e}lMHOi/ll KOHCOJIbIO yl'lpaB]'leHMﬂ. Takoe

pelieHne ynpouaeT KOHCOMMJAaunio KOMIIEKCa 6esomacHoCTI A opraﬂmaauuﬁ U TIO3BOIAET ]IOéI/ITI)CH

HaWTy4lIei 3aiuThl. Carbon BIaCko

Hosatop B o6mactu kubepbesonacuoctu, Carbon Black 6611 1 AB/Is€TCA MEPBOIPOXO/IIEM B KaTETOPMUAX X
1100 Winter Street

6630H3CHOCTI/I KOHEYHbIX TOYEK, BKIYaA KOHTpO)’Ib Haf l'lp]/[}'lO)KeH]/IHMM, 06Hapy)KeH]/I€ KOHEYHBIX TOYEK 1
Waltham, MA 02451 USA

pearuposanue (EDR), antusupyc cregyomero noxonenus (NGAV). Bonee 4300 K/IieHTOB 1O BCceMy MUDY, B
ToM uncie 35 u3 crncka Fortune 100, fosepsiror Carbon Black 6e30macHOCTb CBOMX OpraHM3aLMiL. P 617.393.7400 F 617.393.7499

www.CarbonBlack.com
Carbon Black u CB Predictive Security Cloud sBnawoTca saperncTpupoBaHHbIMY TOBapHbIMK 3HaKamu B CIIA u

IPYTUX KOPUCIUKIMAX.





