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«Bce nNyTn BeAyT...» K nNpusunermpoBaHbiMm 3arimcsam

MpuBMANErMpPOBaHHbIE 3aNnUCK

“eOuHcmeeHHsbIl nymeo K
O0aHHbIM”

CeteBoe
YCTPOWMCTBO

<
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NMpuBunernpoBaHHbIe 3aNUCU — BCTPOEHHbIE
yazsumocTu (Gartner)

“Bce, yTO KacaeTcs
‘Le3HOM
"eKTyaNbHOW
'HOCTMH,
" B XOPOLLO
JIX CUCTEMAX, U
OBaHHble

Network ' NCnN ABNAKOTCA

Device

bIM crocobom,
OryT NOAYyYnUTb

Database

Avivah Litan, Vice President and Distinguished Analyst at Gartner
Malware Targets Vulnerable Admin Accounts, Wall Street Journal June 2012
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anBMneI'VIpOBaHHbIe dKKAayHTbl — BTOPXEeHue

South Korea Blames North Korea for Cyber
Attack

By Adaric Strange  Aori 10, 2013 10 15am | B 1 Comman
_® = | CHINESE HACKERS TARGET NEW YORK TIMES IN FOUR-

" ¥ ast month's mysterious cyber attack that ¢
banks and television stations in South Kord MuNTH cmmnacx
""“";:_'d by ‘\Orr’”;]"_" vee Sf‘“"“‘g;“‘;d"?‘” THE CYBERATTACKS DATE BACK TO WHEN THE NEWSPAPER PUBLISHED AN EXPOSE
according to official investigators based In{  peran NG THE WEALTH ACCUMULATED BY THE PREVIOUS CHINESE PREMIER, WEN
The findings were revealed in the Korea Hq JNBAQ,
today as South Korea's Ministry of Science,
(information communications technology)

Future Planning connected the attacks to N
Korea's Reconnaissance General Bureau.

O ®0 0 00

Topic: Security (@) Discover Follow via: 5 [

uSwiss spy agency warns CIA, MI6
4 over 'massive' secret data theft
" i n f o s e c u r i t y ’ Summary: Switzerland's national security agency warns that a huge amount of secret, counter-

terrorist data may have been leaked by no other than a disgruntled 'administrator-level' employee.

Insiders exploiting privileged

accounts likely behind Saudi i) 4.7 B o . By Zack Whittaker for Zera Day | December 4, 2012 -- 13:58 GMT (05:58 PST)
Dedicated to serving the W Follow Gzackwhittaker

Aramco attack : : - '
information security community;

24 October 2012 In Person, In Print and Online.
Secret counter-terrorism information shared by foreign governments, which may not limited to the

U.K. and U.S. administrations, is thought to have been stolen by a senior IT employee of Switzerland's
state intelligence service.
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With the recent attack on Saudi oil giant
Aramco being credited to Iran by the US
government, a new report suggests that it may
have been an inside job.




TunnyHaa artaka !

MIYSURIRN
o HecKonbKko mecsALeB NnoAroToBKU aTaku

o W3yuyeHue pacnopagKa aHA, Kpyra obweHna n meponpumatui

o JloctaBKa moAaynAa Ha OAMH KOMNbloTep — paboyee mecTo agMumHa
o Mopgynb cbopa nHpopmauum — agpeca cepsepoB, aKKAYHTbI

0 XuweHue JaHHbIX BPYUYHYIO

0 HecKonbKkuUx mecaues NPUCYTCTBUE B CUCTEeMe He OGH&pV)KVIBaﬂOCb
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MpuBUnernpoBaHHble 3aNUCU UCMONb3YIOTCH BO
BCeX COBPEeMeHHbIX aTakax

“Tlpo0suHymMbIU Hapywumersib
rnpedrnoyumaem ucriofib308amh
rpususie2uposaHHbIe 3arnucu
“...100% emopxeHuU ge30e 20e 803MOXXHO makue, Kak
ucriosib3o8ariu AdmuHucmpamop domeHa,

YKpaOeHHbIe y4emHsble cry)xebHas 3anucb ¢ 0OMeHHbIMU
3anucu.” npusursie2usiMu, J10KasibHbIU
admMuHuUcmpamop u
rnpusursiea2upo8aHHbIU
rnosib3oe8amersib.”

Mandiant, M-Trends , APT1 Report

<
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[MpuBunernpoBaHHble 3anucu — «Top 20» SANS

“KoHTponunpyemoe
MCNOIb30BaHME
aAMUHUCTPATUBbIHX
NPUBUNETUN:

NaeHTUdUKaumna m
MOHUTOPUHT
aAMUHUCTPATUBHbIX
3anucen...”

SANS; Top 20 Security Controls, #12
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anBMﬂeI'VIpOBaHHbIﬁ dKKAYHT. YTO, rae " novyemy

Bce BbiCOKUWE Npusuaerum
CNOMHO KOHTPONMPOBATL, YNPaBAATb U OTC/IEXKUBATb

Be,u,yT K KPUTUHECKUM PUCKaAM MNMPUN HeNPaBUIbHOM MUCMOJ/1Ib3OBAHUU

<
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MpuBnermpoBaHHbLIe 3anucu Besge!
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Ho 3TOT (hakKT He NOHATEH...

CKonbKO NpuBUNernpoBaHHbIX 3anMcven B Ballen
cucteme?

35% -

30% -

25% -

20% -

15% -

10% -

5% -

0%

1-250 251-500 501-1,000 1,001-5,000 5,001+ Don't know

Cyber-Privileged Account Security & Compliance Survey, May 2013 (Enterprise > 5000 Employees) 6
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Ucnonb3yrTca Bapuauum pasHbiX peLueHUumn

Kak Bbl oTCnexnBaeTe akTMBHOCTb NPUBUSIErMPOBaAHHbIX
3anucen?

25% - Bbl oTCchexxuBaeTte

0 NPUBUNETMPOBAHHYIO
20% - AKTUBHOCTbL?

15% -
10% -
5% -
0%

Cyber-Privileged Account Security & Compliance Survey, May 2013 6
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daKkTbl rOBOPAT 3a cebA...

He cywiecTtByeT uaeanbHOM 3aLMUTLI
Hapywutenmn npodeccuoHasnbHbl U MEHAIOT TAKTUKY BCe Bpems.

KomnaHum, ygenaouwume cepbesHoe BHUMmaHue Ub u
uHBecTupytlowume 8 UT, BCe paBHO NOABEPratoTcA KOMmnpomeTauun.

100% 94% 416 100%

XeptB obHOBASAM  BTOpXEHUMN HBbln [Hen (B cpegHem) BTop>xeHumn
aHTUBUPYChI 3aMeyeHbl 3-MuU aTaka B CETU He MCMNO1Ib30BaNN
imuamm 3aMeyeHa yKpajeHHble Y3

Mandiant, 2013
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4 obsizaTenbHbIX LIAra A NPoTMBOAENCTBUSA

1. OBbHapyXuBaTb BCe NpUBUNErMpoBaHHbIe 3anncu

2. 3awWuLlaTtb U ynpaBnsTb NPUBUIIErMpoBaHHbLIMMU
aKKayHTaMu

3. KoHTponupoBaTb, U30NMpPOBaThb U OTCIIEXNBaTb
npUBUNernpoBaHHbIN AOCTYN K cepBepam, Bl n
BUpTYyanbHbIM nnartdcgopmam

4. PaccnegoBaTb UCNOSfIb30BaHWe NPUBUIIErMPOBaHHbIX
3anucen B pearibHOM BpeMeHU

<
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1. OGHapyXuUTb BCce NpuBUIiermpoBaHHble 3anucu

3-TbW nnua v nposanaepobl

[NpunoxeHus y a ~ VIP 6usHec-nonb3oBartenu

CMCTeMHble< = Privileged GG }MeHe/:pKepbl

aJMUHUCTPATOpPBbI Acdounts @ coumanbHbIX ceTen

* Wx 6onble, yem Bbl aymaeTte
* Bbl A0NKHbI 3HATb O BCEX 6
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2. 3aWwmLiaTb M ynpaBnfaTb 3anucamm

Yoepgutecb, YTO XpaHunuuie 6eaonacHo

BHeapuTte npoueaypbl NpoBepku Aoctyna P
K NPUBUIIErMpoBaHHbIM 3anucam

1_ yrlpOCTMTe ynpaBlsieHne noJsimTukamMmum I
N

3a cyeT YHUPULUMPOBAHHbIX MacTep-
NONMUTUK
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3. KoHTponupoBaTtb, n3onmpoBaTh U OTCNEXnUBaTb

Co3pante eAUHYIO TOYKY KOHTPONS
NnpUBUNErMpoBaHHbIX CECCUMN

U3onupynte BpeaoOHOCHbLIN KOA OT LeneBbiX
cUcCTeMm

OTcnexuBauTe U 3anNUcbiBanTe akTUBHOCTb

BbibupanTte macwtabupyemoe, 6esareHTCKoe
pelueHue

<
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Ucnonb3ynte paccnegoBaHue B peanbHOM BpeMeHMU

n fAeM aTak
(0 peaensieM ataky MpuBUAErMPOBaAHHbIM MpusmnnernpoBaHHan
AOCTYN aKTUBHOCTb

KoHTponb goctyna K
UHTerpupyem c SIEM XPaHWMLLY

OnpeaeneHne BpeAoOHOCHOM
BbINnonHsAeM 1 MHAEKCUPYEM 3annUcCb AKTUBHOCTH

B peanbHOM BpemeHH,

MHTEerpmposaHo ¢ SIEM

Bce BO3MOXKHOCTU ANA
paccaefoBaHuA

KoHTponb ceccuia

<
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Bbe3onacHOCTbL NpuBUNErMpoBaHHbIX 3annceu

5

BHellHMe nocTaBLUMKK

o

IT crnyx0bl

i<

AyanTopbl

&

Paspabotumku n DBA

PIM Portal/Web Access

Enterprise Privileged Application On-Demand
Password Session |dentity Privileges
Vault® Manager® Manager™ Manager™

Master Policy
Secure Digital Vault™

.

JTroboe yctpowncteo, LJOO —
TpagnumnoHHble 1 obnayHble, XOCTUHT

Identity
Management

Ticketing
Systems

Monitoring & SIEM
Applications

Enterprise
Directory and More
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Mpumep: ynpaBneHme NnpMBUIIErMpoBaHHbIMN 3aNUCSMMU

Unix Admins

OPM

W orkflow

HyxeH “root” gns
obHoBneHus CYB[

Windows Admins

PSM
W orkflow

MpoBangep oormkeH
NOOKITYNTBCA K
“root” yoaneHHo.

DBAs VM Admins

W orkflow

MHe Hy>xeH naponb
Ha root

Auditor/
Security & Risk

Business
Applications

External
Vendors

Monitoring &

W orkflow Reporting W orkflow

Ok, ecTb NpaBo Ha
“root”, KTO
Mcnonb3yeT 1 3a4em?

Mow ckpunT
ncnoneayert “root”

CYBERARK

\.

tRF Cbf

Virtual
Servers

"N

Windows
Servers

root

iSeries
Mainframes

zSeries
Mainframe

Databases Applications

Websites
& Web Apps

Network
Devices

Security
Appliances
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L T oA

Privileged Session Manager (PSM)

Databases

I

Windows/UNIX

¥y

CYBERARK

o 1

Servers
E — | /e =
T—
RDP over HTTPS Bﬁ
g e \ / Web Sites

Routers and Switches

AyTeHTndukauma Ha noptane PVWA
Vault
CoeguHeHue \ J @

MonyyeHune 3anucu u3 xpaHunuuia h-' :
CoeguHeHVe HaTUBHBLIM NPOTOKONOM ESX\Centers
CoxpaHeHune 3anuncu ceccum t'f:l

Otnpaska noros B SIEM/Syslog SIEM/Syslog 6
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YcTpaHeHue 3anporpaMmMuUpoBaHHbIX naponeu

KOH@-anVIJ'IbI Beba <Resource name="jdbc/dbl”

auth="Container”
types“oracle. jdbec.pool.OracleDataSource”

I N I/TeKCTOBble (bal‘/’”.l bl driverClassNane»"oracle. jdbc.driver. OracleDriver”

factory="oracle.jdbec.pool. . OracleDataSourceFactory”

url=*"jdbec:oracle:thin:foracle.microdeveloper. com:1521:dbl"

B NpunoXxeHun e

Baxictives="20"

B peecmpax, FTP u m.0@.

= Windows service = |IS Directory Security
= Scheduled tasks = COM+
= |IS application pool = Registry

Fasswoiu = ysyerai I

Host =“10.10.3.56"

CTOpOHHME

NPUIOXKEHNS ORACLE @ QuaLys  McAfee

<
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Application Identity Management (AlM):
Bbiwe 3awunTa; bnuxe coorBeTcTBUE

rt. UserName = GetUserName ()
L. Pas. 7ord = GetPass' ord() ]
BI”Ing App . iI Host  GetHost () SaLL"MLU'aeT v C6paCbIBaeT
Connect. ~tabas- Host, yquHyl'O 3arnncb anﬂD)KeHMﬂ 6e3
\ . MPOCTOA U pecTapTa
= (Host,

; Be sword) = BesonacHo kawunpyeT ong
HenpepbIBHOCTN BusHeca u
BbICOKOW NPOU3BOANTESTBHOCTY

CRM E';I
Weblogic
= ckno4vaeT naMeHeHmne koga um

/ . 3atpaTtbl Ha U3MEHEHUs napornewn
t’;.l U1 aapecoB MalLUVH
HR

App - = Crtporas ayTeHTMdunkaums no:
IS /.NET
= Apgpecy mawuHbl
- [lonb3osatento OS
Online .

ALpecy npunoxeHus
Booking

System Legacy/ Homegrown

Lindposon nognucu/xely

3alumiiaert, ynpaensieT U yCTpaHAeT BCTPOEHHbIE

NMPUBUINErMPOBAHHbIE aKKayHTbl U3 NMPUNOXEHUIA 6
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EPV. aBTOMaTu4eckoe onpegeneHue
npuBUNerMpoBaHHbIX aKKayHTOB BCeN CUCTEMbI

T Unix/Linux Servers ]

T Windows Servers

Vmware ESX/ESXi
Linux virtual images
Windows virtual images

CYBERARK' w

Wlndows
Desktops & Laptops

[oe npMBMNerMpoBaHHbIE 3anMcu u cynepnornb3oBaTenn? 6

CYBERARK'

Windows Services
Scheduled Tasks
[IS Pools




On-demand Privileges Manager (OPM) for Unix

£ From Agcess y \ ] J(ormumu ) o t & e ‘ J W =gost Valdsan © -U ":"J 3_]
& Tromwen 13 _ Y Prapeiie ALy § hesopy sl P Contorste Ay :

mmm« Eanting nmm l] Sont Fitp 7 ' e Remow Graup ngrowp Suntotal
JfronTed  Goieei (Cannetionn  AET min ( Mvonced  Conmnt Dughicates 2P Wbl Anabpri < v .

U] nll"na sont e m-n oo Quttne

mm~ ERE  what (a0
 rop e

¥~ E=  Bo  BeeQee B

3 BRI pad Provieged command teted  roct hell cyber wit-devo Jocdl UnieSSH Cormend: jsbpisbles 451, Cument Warng Dvectoryr harenal
1 NUNIUSIEMM PesswordManege  Aevieve passeord roct rhel2 cyber-ark dero Jocdl UnieSSH
o VUNISISEAM e Remeve passerd oot theilcvber ke ool Uit |

MOHUTOPUHT U ayAUT, OTYETbI U 3aNUCb TEKCTOBbIX KOMaHA,

T Unix/Linux Servers ]

[ Add
Hif:

ke !i',[: | | command « Authorized User Type
fbinfkill .= Unix Team Allow
f=binfiptables . * Unix Team Allow
fshin/service Cperations Team Allowe
Jfusrbinjfreboot Unix Team Deny
KoHTponb cynepnonb3osarens lPaHYNAPHBbIN KOHTPO/Ib

A0CTyna U NOZINTUK

<
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OPM for Windows

CHuxxaem TCC I T

Standard U
b andard User

MuHumMyMm ng 3BOHKOB B UT,

HUXe “HenpeagHamMepPEHHBIN YLLEPO

Gartner: “C » ’ ’ ’ mea IMyM Ha 20%
HUXe” Standard Applications

CHUXXAEM PUCK wr s arnyerpooons senss
90% yA3BMMG wr ‘ ‘ gBuernn admin

‘%’ Problem Applications

Bulle . . m Restart Affected
D Basic Admin Tasks Requirement Software
-3 and

M509 PriVilege Requires restart  Microsoft

G d Code Windows,
Software Installation uar n Internet

Explorer

<
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OOmeH hannamm 6u3Hec-nonb3oBaTenen

PelueHuna coBeTa ANPEKTOPOB, PYKOBOACTBA, busHec-nnaHbl

NHxXeHepHasa pa3paboTka, pannbl gu3amnHa

YnpaBneHue npoayktomMm/ npoektom/ passutmem

FOpmnanyeckmnin genaptamMeHT

durnHaHcoBble CryX0Obl, ByxranTepus

HR - 3apnnartbl, KOHTPaKTbl, XapakTePUCTUKN, OMLUOHbI

YnpasneHue goKyMeHTamu

B komnaHuu

KOHKYpCHbIE JOKYMEHTHI

<
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SIM — nsonaumna koHpmnaeHumanbLHOU MHhopmMmaunu

File Root2010\Michael-Black.docx (Created on 23,/05/2010 16:25:17 by Dave) - | e —
qu.l retrieve a XIE L

& @)
Dt Thiz operation requires confirmation.
B S =
R 2052010 163432 Feason:
ggf{;ﬂ SHEENIE S MNeed to Reviews Report for H1 Board Mesting
v Access iz required from |23£E|5£2D1 0 ;I |1E:30:DS ﬁ

F] iii [

: : to |26/05/2010  w| [1E3003 -
’?‘rm Time Frervie: Locatian Target Uisr Resssn [ Multiple access iz required during this period
q,}snm Fie 2INE20101634:32  Feot 201 MMichael lack. docx
) Reirieve File INSAMN0EI2Y  Floclh201 (Michasl 8lack docs Send | T |

[ BOMHOW KOHTPO/Ib

‘ (11} 3

Rl | o Al files in folder Aot 2010 _ “

Wansern
B Jim-Stinesn.doc -
3awndpoBaHHble apXUBDI [ gl e
= ] Muchast-Black doce -
B3| Version of S105/3000 1845AT by Dave [LELICE) )
1) Version of FLM5/2010 154505 by Derve (L1400 g
) Wersicn of 13/05/30000 16:34:33 by Linda (1L4KE]
1] Varsien of 23/05/2000 152517 by Duvn 0OKE] [ U |

Bepcuu
3awmuieHHaA NoYTa, yseaoMaeHUA

U geta/ibHble OT4YeTbl

CYBERARK'




SIM — agMUHUCTpPaATOpPY HET AOCTyNna K AaHHbIM

#% Privatefrk

=10l =]
Eil= Edit Wiew Visual Security  Safe User Tools Window Help
ft £t O i o | " | 0 ¥ &y 11 § o ) 4 =]
Up Home Stap Logoff Lock. Dpen CIMErS Store  Retbriewe  Heburn Delete Inspech Reset Reques B
Dptions Sensitive Document Yault Safe Filter; Sensitive Document Yaulk -
Mame | Stake | Open Time | Last Used | Authorizations
My Re
0
Incoming Feqg
| | il
User: admin Area: Oded Lab, Internal Area, Highly Secured Metwork Area |D Ohbject(s) Total size: 0 byvtes v
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SIM: Enterprise Ready — rotoBast UHTerpaums

KoHTeHT u
wudposaHue
‘III!%HHHIIIII IIIIIIII IIIIIIII IIIIIIII IIIIIIII IIIIIIII IIIIIIIIIIIIIIII

Strategic Partnership s iClonat m McAfee %

Partner

WL AL S ETH RO ST

<
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PacnpepneneHHasa apxutektypa CyberArk

]
/— @_. CYBEiRA.RK
&':" gi t“ -"'. = ‘.
i _:;‘ IT Environment

Vault (HA Cluster)

Main Data Center - US

CYEERARK m CYBERARK
Auditors/IT Auditors/IT
m "" = . - m "" -7
IT = IT
Environment Environment

Hong Kong

DR Site

<
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PeweHune npobnem 6e3onacHoCTH
NPUBUIIErMpoOBaHHbIX aKKayHTOB

= CoBpeMeHHble aTaku

3almTa 3anmcen NpunoXXeHum

= MHcangepsbl BesonacHoCTb 06LMX akkayHTOB

= besonacHocTb MbpuaHbix obnakoB = OOMeH KOHuaeH. nHpopmaumen

AyJJ,MT n * YnpaBneHve npuBUeErnsmm = OTYETHOCTb AN COOTBETCTBUSA
COOTBeTcTBUe [Monb3oBaTenen n oTYETHOCTb

KoHTponb yaaneHHoro gocrtyna
Ayanpyemblii 6e3onacHbIN
dannoobmeH

= MOHUWTOPWHT 1 3anucb ceccui

[MpOMbILLSIEHHbIE » Be3onacHOCTb U MOHUTOPUHT = besonacHocTtb Smart Grid
cuctembl/ACY TT1 00wmx agMuH. akkayHToB B ACY TT1

* KOHTpOsib U MOHUTOPWUHT
yOoaneHHbIX nonb3oBarenen

<
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PeweHue CyberArk ansa 6e3onacHocTu

KoHTpornb
YnpasrneHue
goctyna
npuBUNIernaMm

AyTeHTUUK
auus
NPUNOXEHNN

3awmTa,n3o
naumsa
aKTUBOB

MoHUTOPWHT
aKTUBHOCTU

<
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O komnaHum CyberArk

[JoBepeHHbLIN 3KcnepT B 6e3onacHocTn
NnpPUBUIErMpoBaHHbIX 3anucen

» bornee 1,300 KpynHbIX KOPNOPATUBHbLIX KITMEHTOB

YnpaBneHue npuBunerMamMm Kak
HoBas 60e30nacHOCTb

» PaspabatbiBaeTca n co3gaeTcs no pearbHbIM NOTPEOGHOCTAM

AKUEeHT Ha pelwueHue bu3Hec-3apay

« BesonacHocTb Npo3payHa ansa ayaurta

EaonHoe BcecTopoHee pelueHue

* OpHo pelueHne ona Bcex 3agad

* YpoBsHs Enterprise

By [nobanbHbIE KINEHTHI A

Deutsche Bank |Z (' NOVARTIS

QUALCONW\ % BARCLAYS

s ) _—
Williams. MCSKESSON  ING Wi DIRECT
L

Empowering Healthcare

BT@ .#:\‘FannieMuc. BRHU"

2008 2009 2010 2011 2012
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KnneHntbl CyberArk B mupe

Communications & Financial Services
Media

Pharmaceuticals Energy & Utilities

belgocom % ING § AstraZeneca PE'&PLES
ENERGY.

© bank hapoalim @money @
; M
Deutsche Bank

citibank !!RBS ) NOVARTIS

e Pyl Dore 2f ot

bj,‘ Progress Energy

MIZWHO < serono &% Direct Energy
3 FivanseAnk MERCK SUNCOR )
? BNP PARIBAS l o
@ BARCLAYS MSKESSON ENBRIDGE

Other Industries

@ vocarin _,
2

@TARGET = -
BRAUN Pl S

a world at play

{;‘;Ei & ConAgrafoods

Mercedes Benz
AV/s Budget ﬁ‘

linea directa

@mu
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KnueHTbl B pernoHe

Financial Services Retail, Transport, Others
Telecom
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PycCcKMH
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SOCIETE GENERALE GROUP

Raiffeisen
BANK
o B
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u:cunsnnx

dib YPANCVIE

,'r

AVIVA

BTb24

| BAHK

& Santander
CONSUMER BANEK
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